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[0] THgiland-Jgrgensen, et. al. The eXpress Data Path: Fast programmable packet processing in the operating
system kernel. In ACM CoNEXT, 2018.

@J University of Colorado Boulder 2 PRINCETON UNIVERSITY

13



Software Based Packet Processing
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[0] THeiland-Jgrgensen, et. al. The eXpress Data Path: Fast programmable packet processing in the operating
system kernel. In ACM CoNEXT, 2018.
[1] DPDK Project. Data plane development kit, 2022. Retrieved June 13, 2022, from https://www.dpdk.org.
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[0] Miano, et. al. A Framework for eBPF-Based Network Functions in an Era of Microservices. [EEE TNSM, 18(1), 2021.
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Software Based Packet Processing
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[0] Miano, et. al. A Framework for eBPF-Based Network Functions in an Era of Microservices. [EEE TNSM, 18(1), 2021.
[11FD.io: The worlds’ secure networking dataplane, 2023. Retrieved October 20, 2023, https://fd.io.
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LinuxFP (Linux Fast Path)

* Transparently enables accelerated packet processing while:
* Maintaining compatibility with the Linux networking API
* Maintaining access to the breadth of the Linux networking stack
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LinuxFP Design

* Dual processing pipelines

* Slow Path: Linux networking stack
* Fast Path: eBPF/XDP
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LinuxFP Design

* Dual processing pipelines

* Slow Path: Linux networking stack
* Fast Path: eBPF/XDP

for both paths to maintain
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* Slow Path: Linux networking stack
* Fast Path: eBPF/XDP

* Use Linux kernel networking state for both paths to maintain
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LinuxFP Design

* Dual processing pipelines
* Slow Path: Linux networking stack
* Fast Path: eBPF/XDP

* Use Linux kernel networking state for both paths to maintain
consistency

* Modular design with newFast Path Module abstraction
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LinuxFP

What to Accelerate

LinuxFP Controller

# This is
sudo ip a
sudo ip a
sudo ip 1
sudo ip 1

[EETEY 2

my virtual router setup script
add 10.0.1.1/24 dev enslfOnpO0
add 10.0.2.1/24 dev enslflnpl
set up dev enslfOnpO

set up dev enslflnpl
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Network
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° # This is my virtual router setup script
LInUXFP sudo ip a add 10.0.1.1/24 dev enslfOnpO
sudo ip a add 10.0.2.1/24 dev enslflnpl

What to Accelerate sudo ip 1 set up dev enslfOnp0

1
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LinuxFP

What to Accelerate

# This is my virtual router setup script
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ﬂ Formulate

LinuxFP Controller

Introspect Processing
Graph
Compose
Deploy +
Synthesize

Compile
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@ Formulate

LinuxFP Controller

Introspect Processing
i h
* Service Inspector Grap
* netlink
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ﬂ Formulate

LinuxFP Controller

Introspect Processing
« Service Inspector Graph
* netlink
* Topology Manager
* Maintain processing order
* JSON graph, specific config
Compose
Deploy +
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LinuxFP Controller ﬂgﬁﬁiﬁﬁz

Introspect
Graph

* Service Inspector
* netlink

* Topology Manager
* Maintain processing order
* JSON graph, specific config

* Fast Path Synthesizer Compose
* Select FPM template Deploy +
 Parameterize using config Synthesize

* Compatibility Manager

Compile
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LII‘]UXFP @ Formulate

Introspect Processing

' Graph
* Service Inspector rap

* netlink

* Topology Manager
* Maintain processing order
* JSON graph, specific config

* Fast Path Synthesizer Compose
* Select FPM template +
 Parameterize using config Synthesize

* Compatibility Manager

 Generate eBPF bytecode
* Attach to TC (traffic control) or XDP hooks
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What to accelerate?
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Fast path: narrow, common case Slow path: wide, exceptional case
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What to accelerate for forwarding?
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What to accelerate for forwarding?

Trace Call Stacks
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What to accelerate for forward
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Forwarding
In LinuxFP

* Parsing

* Rewriting

* Forwarding information base (FIB) lookup
* Forwarding

Slow Path

e ARP handling
e |P (de)fragmentation
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LinuxFP Evaluation

= &

Enable fast packet processing Maintain compatibility with the Linux
networking API
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LinuxFP Evaluation
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Enable fast packet processing Maintain compatibility with the Linux
networking API

Virtual Network Function: Router
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Virtual Network
Functions: Baselines
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 Linux
* Polycube [0]
e Built on eBPF

* Runsin Linux kernel
* Fixed dataplane configured with custom CLI

Virtual Network
Functions: Baselines

[0] Miano, et. al. A Framework for eBPF-Based Network Functions in an Era of Microservices. [EEE TNSM, 18(1), 2021.
[11FD.io: The Worlds’ Secure Networking Dataplane, 2023. Retrieved October 20, 2023, https://fd.io.
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 Linux
* Polycube [0]
e Built on eBPF

* Runsin Linux kernel
* Fixed dataplane configured with custom CLI

* VPP [1] (Vector Packet Processor)

Vl rtu a l N etWO I’k * Built on enabling technology of DPDK (kernel

. o bypass)
FunCtIOnSZ Basellnes . Ci)pnfigured through custom CLI or custom API

* Dedicated core(s), batching of packets

[0] Miano, et. al. A Framework for eBPF-Based Network Functions in an Era of Microservices. [EEE TNSM, 18(1), 2021.
[11FD.io: The Worlds’ Secure Networking Dataplane, 2023. Retrieved October 20, 2023, https://fd.io.
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* Polycube [0]
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[0] Miano, et. al. A Framework for eBPF-Based Network Functions in an Era of Microservices. [EEE TNSM, 18(1), 2021.
[11FD.io: The Worlds’ Secure Networking Dataplane, 2023. Retrieved October 20, 2023, https://fd.io.
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 Linux
* Polycube [0]
 Built on eBPF

* Runsin Linux kernel
* Fixed dataplane configured with custom CLI

VPP [1] (Vector Packet Processor)

Vl rtu a l N etWO I’k * Built on enabling technology of DPDK (kernel

. o bypass)
FLInCtIOnSZ Basellnes . C):)pnfigured through custom CLI or custom API

 Dedicated core(s), batching of packets

[0] Miano, et. al. A Framework for eBPF-Based Network Functions in an Era of Microservices. [EEE TNSM, 18(1), 2021.
[11FD.io: The Worlds’ Secure Networking Dataplane, 2023. Retrieved October 20, 2023, https://fd.io.
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Virtual Network Functions: Virtual Router

Experimental Setup

Test Device:
Virtual Router

PN

Source Sink
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Virtual Network Functions: Virtual Router

Experimental Setup

Test Device:
Virtual Router

PN

Source Sink
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Virtual Network Functions: Virtual Router
Throughput:
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Virtual Network Functions: Virtual Router

Throughput: Number of Cores
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Virtual Network Functions: Virtual Router

Throughput: Number of Cores
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Virtual Network Functions: Virtual Router

Throughput: Number of Cores
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Virtual Network Functions: Virtual Router

Throughput: Number of Cores
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Virtual Network Functions: Virtual Router

Throughput: Number of Cores

N
o
'

Mean Throughput [Mpps]
=

o
'

~®= LinuxFP —+ Polycube —* - Linux

=R
/ \‘\
’ ~— ’.
/ Tty s
/ ’," CEaRs
/ o
/ ’,’
/ ’,’ —_—— ””
/ ’/7’ ’//
—— == _ el
Y e
—_—
=
] 1 ]
5 10 15
CPU Count

@l University of Colorado Boulder % PRINCETON UNIVERSITY

Vector processing
(batching),
Dedicated cores

66



Virtual Network Functions: Virtual Router
Single Core Throughput:
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Virtual Network Functions: Virtual Router
Single Core Throughput: Packet Size
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Virtual Network Functions: Virtual Router
Single Core Throughput: Packet Size
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Virtual Network Functions: Virtual Router
Single Core Throughput: Packet Size
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Virtual Network Functions: Virtual Router

Experimental Setup

Test Device:
Virtual Router

PN

Source Sink
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Virtual Network Functions: Virtual Router

Linux 326.872 pS 512.378 puS 109.265 pS
Polycube 145.792 pS 269.772 uS 60.204 pS
VPP 85.604 pS 182.265 uS 32.011 pS
LinuxFP 151.675 uS 279.407 pS 76.798 uS
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Virtual Network Functions: Virtual Router

Linux 326.872 pS 512.378 puS 109.265 pS
Polycube 145.792 pS 269.772 uS 60.204 pS
VPP 85.604 pS 182.265 puS 32.011 pS
LinuxFP 151.675 uS 279.407 pS 76.798 uS
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LinuxFP Evaluation

= &

Enable fast packet processing Maintain compatibility with the Linux
networking API

Virtual Network Functions: Router
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LinuxFP Evaluation

o

Enable fast packet processing Maintain compatibility with the Linux
networking API

Pod-to-Pod Networking with Kubernetes and Flannel
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Experimental
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Experimental
Setup: Kubernetes
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Experimental
Setup: Pod-to-Pod
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Experimental -
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Experimental

Setup: LinuxkFP
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Kubernetes Pod-to-Pod

Throughput: Pairs of Pods
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Kubernetes Pod-to-Pod

Throughput: Pairs of Pods
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LinuxFP

* Transparently enables accelerated packet processing while:
* Maintaining compatibility with the Linux networking API
* Maintaining access to the breadth of the Linux networking stack
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Erika Hunhoff (erika.hunhoff@colorado.edu)

Thank you!
e Marcelo Abranches

QueStiOnS? * Rohan Eswara

 Oliver Michel
* Eric Keller

* LinuxFP is available at:
github.com/mcabranches/tna

ICDCS 2024 , _
. * BPF Kernel Helper functions available at:
Jersey City, New Jersey USA github.com/mcabranches/linux
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